
 

Introduction: 
o West Sussex is seen as a hot sport for scams with 1949 reported in the UK 

between Oct-Dec 2022 of which 970 were in West Sussex. 
o 80% online of all fraud reported amounted to £4.67M in UK lost of which 

£2.28M in West Sussex 
o Av. age of victim is 75 (56%) 60-74 (26%) 30-59 (14%) Under 29 (4%) 

63% are female 37% live alone 
o Cost to economy £5-10 billion, 69% chance of being scammed again. 

 
Oversharing: 
With the various social media platforms, it is very easy to overshare. 
We post photos when we are away on holiday (advertising we are away from 
home), fill out fun quizzes with lots of personal information (mother’s maiden 
name, DOB, first pet etc)  
Protect your privacy online – check your settings to ensure it is only friends and 
not public.  Check your location settings – ie only on when using. Keep location on 
photos off. Search for your name and see what comes up. 
 
1. Courier fraud (biggest in West Sussex) 
o Avoid sharing personal info over phone 
o Never disclose PIN 
o Never give card to others 
o Never transfer money on instruction of caller 

 
2. Romance Fraud (1:3 marriages start online now) 
o Secretive signs 
o Invented reason for help – medical need, get back to the UK etc 
o Pictures too perfect 
o Reluctant to meet 

 
o Don’t rush into online relationships  
o Analyse their profile 
o Talk to friends and family 
o Evade scammers 
o Stay on the dating site messenger service  

 
Top Tips: 
Don’t part with your hard-earned money. 
Use the Google image reverse search, put a photo in here and it will show where 
this has appeared on the internet. 
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3. Investment Fraud 
o Crypto currency, Bitcoin – if return on investment seems too good to be 

true…..it probably is. 
 
4. Phishing emails 
o Poor spelling, bad grammar 
o Incorrect date 
o Dear customer 
o Asks to click on link – Don’t 
o Asks to open attachment – Don’t 
o Urgency to Act now 
o You can hover over the email address to see if an alternative (real address) 

is displayed 
o report@phishing.gov.uk 

 
5. Car Buying Scams 
o Marketplace – if an offer looks too good to be true - beware 
o Seller asks for deposit before delivery 
o Money received but car removed from marketplace 

 
6. Telephone Scams 
o Cloned numbers/contacts 
o Out of the blue 
o Ask for personal details  
o Can they name the bank 
o Wait 5 mins to stop line being kept open. 

Then dial 159 national bank fraud line or use another phone 
o Call blocking via Trading Standards or Telephone Preference Service 

 
7. Mhishing - SMS Message Scams  
o Report by forwarding message to 7726, it’s a free service used by many 

organisations 
 
8. General 
o Privacy and Location settings 
o Passwords - create a strong one (3 random words, capitals, numbers and 

symbol eg 10RoseCatNewspaper% 
It’s ok to write your passwords down or use a Password Manager 

o Spot it - Stop it - Report it: ActionFraud 0300 123 2040, Call 101 or Scamalytics 

o Further Scam Savvy session – Wed 15 Nov hosted online and in person at 

Crawley Library – bookable www.eventbrite.co.uk or to attend in person  

o WSCC Resources: Website:  www.westsussex.gov.uk/staying-safe-online 

o Facebook & Twitter - @WSxSafeOnline 

o E-newsletter – Staying Safe Online 

https://public.govdelivery.com/accounts/UKWSCC/Subscriber/new 

  

https://www.westsussex.gov.uk/business-

and-consumers/trading-standards-

information-for-consumers/stay-safe-on-the-

phone 
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Handouts & Video Links:  

  

  



   

Here is the link to the full video Courier and impersonator fraud webinar - YouTube 

Here is the link to the shortened video Courier fraud shortened video 

   

 

https://www.youtube.com/watch?v=xA_3xJqgznc
https://www.youtube.com/watch?v=pdf_aFR2RUw

